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PURPOSE
The Gardiner Library is committed to protecting the privacy and security of personal information entrusted to it by patrons, donors, volunteers, applicants, vendors, and other individuals who interact with the Gardiner Library.
The Gardiner Library recognizes that responsible stewardship of personal information is essential to maintaining public trust. This Privacy Policy describes how the Gardiner Library collects, uses, stores, retains, protects, and disposes of personal information obtained in the course of library operations and services.
This policy supplements, but does not replace, the Gardiner Library Patron Confidentiality Policy, which specifically addresses the confidentiality of library records and patron use of library resources.
GUIDING PRINCIPLES
The Gardiner Library strives to manage personal information in accordance with the following principles:
· Transparency regarding the collection and use of personal information.
· Collection of only the information necessary to provide services or fulfill legitimate business purposes.
· Use of personal information only for identified and lawful purposes.
· Protection of personal information through reasonable administrative, technical, and physical safeguards.
· Retention of information only for as long as necessary to meet operational, legal, fiscal, and archival requirements.
· Respect for individuals' privacy rights and interests.
INFORMATION COLLECTED
The Gardiner Library may collect personal information when individuals:
· Apply for a library card
· Register for programs, events, or services
· Make donations
· Volunteer with the Gardiner Library
· Subscribe to newsletters or mailing lists
· Submit inquiries or correspondence
· Apply for employment
· Conduct business with the Gardiner Library
· Use the Gardiner Library's website or online services
Personal information may include:
· Name
· Mailing address
· Email address
· Telephone number
· Date of birth when required for a service
· Donation and payment information
· Employment or volunteer application information
· Emergency contact information
· Photographs or recordings when permission has been granted or notice has been provided
· Technical information generated through use of the Gardiner Library's website or digital services
The Gardiner Library will collect only information reasonably necessary to provide services, conduct operations, comply with legal requirements, or further its mission.
USE OF PERSONAL INFORMATION
The Gardiner Library may use personal information to:
· Provide library services and resources
· Administer library accounts and registrations
· Manage programs, events, and volunteer activities
· Process donations and financial transactions
· Communicate regarding services, programs, and library operations
· Improve services and website functionality
· Maintain business and employment records
· Fulfill contractual obligations
· Comply with applicable laws, regulations, audit requirements, and reporting obligations
Personal information will not be used for purposes inconsistent with those for which it was collected unless permitted by law or authorized by the individual.
INFORMATION SHARING AND DISCLOSURE
The Gardiner Library does not sell, rent, or trade personal information.
Personal information may be shared:
· With employees, trustees, volunteers, and contractors who require access to perform authorized duties
· With service providers engaged to support library operations, including technology, payment processing, fundraising, communications, or event management services
· When required by law, court order, subpoena, audit, or lawful governmental request
· To protect the rights, property, or safety of the Gardiner Library or others
· With the consent of the individual
All disclosures shall be limited to the information necessary to accomplish the intended purpose.
THIRD-PARTY SERVICES
The Gardiner Library utilizes third-party services and vendors that may collect, receive, store, or process personal information on behalf of the Gardiner Library. Examples may include:
· Integrated library systems
· Website hosting providers
· Online databases and digital content providers
· Event registration platforms
· Email communication services
· Online donation and fundraising platforms
· Payment processing providers
Such providers maintain their own privacy policies and practices. While the Gardiner Library seeks to work with reputable vendors, it cannot control the privacy practices of third-party organizations.
WEBSITE AND ONLINE INFORMATION
When individuals visit the Gardiner Library's website, certain technical information may be collected automatically, including:
· Internet Protocol (IP) addresses
· Browser type
· Device information
· Date and time of access
· Pages visited
· Referral information
The Gardiner Library may use cookies or similar technologies to improve website functionality, analyze traffic, and enhance user experience.
Information collected through website analytics is generally used in aggregate form and, where practical, is not used to identify individual users.
DATA SECURITY
The Gardiner Library employs reasonable administrative, technical, and physical safeguards designed to protect personal information from unauthorized access, disclosure, alteration, misuse, or destruction.
Such safeguards may include:
· Access controls
· Password protection
· Security monitoring
· Staff training
· Secure disposal practices
· Vendor management measures where appropriate
No method of storage or transmission can be guaranteed completely secure. Accordingly, the Gardiner Library cannot guarantee absolute security of information.
RECORDS RETENTION AND DISPOSAL
The Gardiner Library retains records in accordance with the Gardiner Library Records Retention and Disposal Policy. 
INDIVIDUAL RIGHTS
Subject to applicable law and operational limitations, individuals may:
· Request access to information they have provided to the Gardiner Library
· Request correction of inaccurate information
· Update contact information
· Unsubscribe from marketing or fundraising communications
· Inquire about the Gardiner Library's privacy practices
Requests will be reviewed and addressed in accordance with applicable laws, regulations, and Gardiner Library policies.
CHILDREN'S PRIVACY
The Gardiner Library recognizes the privacy interests of minors and seeks to collect only information reasonably necessary to provide library services and programs.
Additional protections for library records relating to children may be addressed in the Gardiner Library Patron Confidentiality Policy, Gardiner Library Internet Safety Policy, and other applicable policies.
DATA BREACH RESPONSE
In the event of a suspected or confirmed breach involving personal information, the Gardiner Library will investigate the incident and respond in accordance with applicable New York State laws, notification requirements, and established library procedures.
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